How to deceive a face recognizer?

B. Gokberk, L. Akarun, B. Aksan
Computer Engineering Dept., Bazici University
{gokberk, akarun, aksa@boun.edu.tr

Abstract based approach has also been studied to deal with external
variations in face recognition [2, 3]. When occlusions such
Many security systems depend upon face recognizers tas beards and glasses are present, a different approach is to
identify a person. Many of these systems are passive andry to remove them [4, 5].
are deployed at places such as airline terminals. However, In this paper, our aim is to examine how an impostor
face recognizers are sensitive to deception attacks. Previ-can deceive a face recognizer by taking the advantage of in-
ous studies suggest that hair regions are very crucial in face ternal variations; specifically hair color change, occlusions,
recognition and the success of a recognizer depends on theand expression variations. After analyzing the effects of
success of a pre-segmentation stage which extracts the facsuch variations aiming to deceive a recognizer, we propose
region from the hair and the background. Deception attacks a robust technique that increases the performance of PCA
which would change the hairstyle, apply make-up or occlud- and Gabor-based face recognizers.
ing objects to the face would cause many systems to fail. In
this study, we study the effects of deception attacks on tw® Fgce Representation
basic face recognition systems: a PCA-based system and a
Gabor wavelgt-based recognizer. We study the performance, 1 PCA-based Method
of the recognizers under different attacks and focus on the
selection of features so as to maximize performance under

attacks. In PCA, faces are expressed as linear combinations of

the eigenvectors of faces. Then, for recognition, the PCA
coefficients can be used to denote a face. In its original
. form, PCA is found to be rather sensitive to image inten-
1. Introduction sity variations, local perturbations, and needs almost perfect
correspondence. Image variations which are not present in
Over the past two decades significant progress has beeithe training phase generally cause a poor recognition perfor-
made in the automatic human face recognition research. Al-mance. A possible solution to improve the PCA method is
though many successful face recognition systems have beetp divide the whole face region into subregions and do mod-
proposed in the literature, the problem is still not consid- ular PCA analysis. In a modular PCA analysis, each subre-
ered to be fully solved, especially in real-life applications. gion is handled in isolation, and for each subregion, a dif-
The main obstacle can be simply stated as follows: intra- ferent subspace is found. Then local features are extracted
personal variations between human faces is large whenand merged to represent a face. An important advantage of
compared to inter-personal variations. These variations canmodular PCA analysis is that local perturbations can only
be broadly classified into two groupsxternal variations  affect the local coefficients, not the whole face. Figure 1.c
andinternal variations Variations due to illumination, head shows subregions that we have used in our experiments.
pose, scale and translation are considered to be external
variations. However, variations due to hair color, hair style, 2.2. 2D Gabor Wavelet-based Method
moustache, beard and eyeglasses as well as facial variations
which stem from the subject itself are considered to be in- A biologically motivated representation of face images
ternal variations. is to code them using convolutions with multi-frequency
One of the studies dealing with internal variations such multi-orientation 2D Gabor-like filters. In order to repre-
as expression changes and occlusion is [1], where the ARsent face images using Gabor filters, the intensity image is
face database is used to illustrate the superior performanceonvolved by Gabor kernels. The set of convolution coef-
of a local probabilistic approach. The local component ficients for kernels of different orientations and frequencies



at one image pixel constitutes local feature vectors. Local color. Faces are normalized and rotated according to eye
feature vectors are then merged to represent whole face. Irtoordinates. After normalization, faces are cropped by an
this work, we employ Gabor filters as in [6], and use uni- ellipse mask. In hair color experiments, two different el-

form grid-based sparse representation (see Figure 1). lipse masks are employed. The small mask covers the face
outline whereas the large mask covers a wider region that
includes the chin and the ears. Samples of original images
and six synthetic images for three subjects are shown in Fig-
ure 2. Small and large ellipse masks are shown in Figure 1.
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3. Similarity Measure and Classifier Figure 2. Sample images from hair dataset

In both original PCA-based and Gabor wavelet-based |5 order to see the effect of hair color change, we have

recognition methodsL,-norm similarity measure is used  gasigned seven experimental setups. We have four original
where classification is done via 1-nearest neighbor algo-jmages per person, and six differently colored synthetic sets
rithm.  Although comparing two faces in modular PCA- \yhere each set contains four images that are modified from
based approach can be simply done|ldy — I;|| where  qiginal images. LetS, = {I}, 12,13, I3} be the original
|| - || denotesL, — norm, a more robust distance measure gt of images of a person afd = {I}, 12,13, I%},i =
. . . . (2R AR AR A
can be used by taking advantage of t?e I;_)callty principle. 1 g pe the synthetic image sets of a person. In the first
LetI; = {V{,Vg,...Vy}, andl; = {V{,V5,...VJ} be  gyperiment, denoted by, we put two images frons,
two global feature vectors for two different images, and let {4 the training set, and the remaining two imagesSgto
d={|[Vi =VI||,[[Vs = V5||,...|IV; = V}/||} belocal Eu- e test set. Since there are six possible configurations for
clidean distance vector between.correspondlng Iocgl feature}raining setimage selectiofi; has six training-test set con-
vectors. Here, each component in theenotes how similar — figyrations. Similarly inf>, six different training sets are
the _Iocal regions are in two_lmages_. For robustness aggms;ormed from S, (original images) containing two images
outlier regions, one can simply discard some subreglonsper person, and test sets are formed fiSm So in each
having smallest similarities, and selécubregions having e of the six different configurations iH,, we ask our
greatest similarities, and then calculate the overgihorm  g1gorithm to recognize synthetically modified two test im-
of this selected subregions. In this paper, we call this tech-5ge5 where the training set contains two original images. In
nique as asymmetric trimmed distance measure (ATDM). g;ch a setup, the first experimedt; determines the base-
ATDM can also be applied to the Gabor wavelet-based rep-|ine classification accuracy of our recognizers, whereas ex-

resentation technique by selecting most similercal fea-  perimentsH, . . . H; determine how much the increasingly
tures among the global feature vectors. modified hair color affects the recognition performance.
) In the PCA method, we represent each face image using
4. Experimental Results the firstk = 40 PCA coefficients. In the Gabor method,
we identify uniform grid-like regions in ellipse masks (see
4.1. The Effect of Hair Color Change Figure 1). The number of grid pointsgs= 47 for the small

ellipse mask, ang = 65 for the large ellipse mask. At each
In our experiments, we have used a subset of AR facegrid point, local features of dimensionalifyx 8 = 40 are

database. For hair color experiments, we have selected fouextracted, and then global feature vector is formed by con-
neutral images from 20 males and 20 females where thecatenating these. Table 1 displays the classification perfor-
first two images are from the first session and the other twomances of PCA and Gabor methods on seven experiments.
are from the second session. For each image, we have auFigure 3 plots the results on Table 1. It is clear from Fig-
tomatically generated six synthetic face images in increas-ure 3 that as the hair color change increases the recognition
ing order of hair color change from darker color to lighter performances of both PCA and Gabor methods decreases.



However, Gabor method outperforms PCA in all experi- ing set in order to better reflect the variations. The results
ments, and its performance is more resistant than PCA. Thishave shown that adding the synthetic images to the train-

behavior is especially clear when going frdify to Hs. We ing set, especially the ones with more variation from the
also see that larger ellipse is better when hair color changeoriginal hair color, generally increased the recognition ac-
is minimal. curacy of the PCA-based representation, as expected. How-

ever, the Gabor-based classifier and PCA-based classifier
with ATDM did not have a considerable amount of increase
in performance.

4.2. Eyeglasses and Moustache

Among internal variations besides hair color change,
eyeglasses and moustache differences may be used for de-
ception attacks. To analyze the effects of such variations, a
T T different subset of the AR face database is used. 40 males
are selected from the dataset where each male has two neu-
tral images, two images having slight expression variations,

Figure 3. PCA and Gabor performances on and two images with dark eyeglasses. 1%, S., and
small ellipse hair dataset for Euclidean (red S, denote these image sets respectively. Each set contains
lines) and robust ATDM (blue dotted lines) two images. We automatically generate synthetic sets from

these images by adding moustache to each individual set,
and obtain synthetically generated sefs;,,, Sem, Sgm

In the previous section, we saw that intensity variations respectively. Sample images from these sets are shown in
around the hair region cause the deterioration of both PCAFigure 4.
and Gabor-based classifier accuracies. This is an expected
result especially for the PCA method because it is known
that PCA runs into problems when it is required to code an
unknown test image having variations which are not ade-
guately present in the training set. PCA can not generalize
well if the learning set (training images) does not cover all
possible variations. In our experiments, training images are  Figure 4. Sample images from the eye-
selected from original faces, and hair color variations are  g|asses/moustache dataset.
not present in training sets. This explains the poor general-
ization. For the Gabor method, the local features extracted
from hair regions will be different, and this explains the per- We have designed five experiments to analyze how face
formance drop. The reason why Gabor method performsrecognizers behave under expression, eyeglass, and mous-
better than PCA is that Gabor filters are less sensitive totache variations. The training and test set configurations are
intensity changes, and respond edge-like features in theses follows: £, = (Tr:{S,}, Ts: {S.}), E2 = (Tr:{S,.,S.}
regions. Ts: {S,}), Es = Tri{S,}, TS{Sem}), Es = (Tr:{S.},

After training the PCA and Gabor techniques against in- Ts{S,,,,,}), E5 = (Tr:i{S,,Sc}, Ts: {Sym})
ternal variations, we applied the robust similarity measure  Table 2 shows the recognition accuracies for both stan-
defined in Section 3. Since the PCA technigue has showndard PCA and Gabor methods and their robust versions on
inferior results, we use modular PCA in combination with small and large ellipse masks. PCA results show that adding
the robust distance measure. The recognition accuracies omoustache does not cause significant performance degra-
modular PCA and Gabor wavelet-based robust ATDM are dation. This can be seen by comparing the accuracies in
shown in Table 1. Figure 3 depicts these results. In Fig- E; experiments to the accuracies for experimefisand
ure 3, we see that ATDM outperforms the baseline PCA E,. Although robust version has an improved accuracy in
and Gabor methods especially in the difficult experiments, eyeglass experiment&4, E5), both PCA versions perform
e.g. Hs, Hg, H7. This is an important observation: ATDM  poorly. Note that ellipse size does not effect performance in
improves the performance when there are highly variable PCA.
subregions. In Gabor results, the robust ATDM generally outper-

We have also performed additional experiments where forms the standard version. Also, large ellipse mask has per-
some synthetically modified images are put into the train- formed better than the small one. Moustache experiments




Table 1. Classification accuracies of PCA an

d Gabor methods for hair dataset.

PCA Gabor

Small Ellipse Large Ellipse Small Ellipse Large Ellipse

Euc. [ ATDM | Euc. [ ATDM || Euc. [ ATDM | Euc. | ATDM
H, | 78,75| 81,46 | 78,54 | 86,25 || 90,42 | 94,58 | 88,13| 93,13
H, | 78,54 | 80,83 | 77,92| 85,83 || 89,38| 93,54 | 86,25| 91,67
Hs | 77,50| 78,13 | 77,71| 82,71 || 88,96 | 93,54 | 85,83| 91,46
Hy | 72,92 72,71 | 72,29| 76,04 || 88,33| 91,88 | 84,58 | 90,83
Hs | 48,96| 60,83 | 44,79| 63,33 || 84,58 | 90,42 | 82,92| 90,00
Hg | 40,83 | 59,38 | 36,04| 56,88 || 82,92| 88,13 | 82,71| 90,00
H; | 19,38| 52,08 | 17,92 | 54,38 || 65,83 | 68,54 | 76,04 | 83,54

Table 2. Eyeglasses/Moustache Experiments

E. | B2 | Es | Es | Es
PCA
Euc. (S) | 78.75| 15.00| 80.00| 70.00| 11.25
ATDM (S) | 82.50| 35.00| 83.75| 68.75| 28.75
Euc. (L) | 78.75| 15.00| 80.00| 70.00| 11.25
ATDM (L) | 82.50| 35.00| 83.75| 67.50| 28.75
Gabor
Euc. (S) | 71.25| 21.25| 78.75| 76.25| 16.25
ATDM (S) | 78.75| 28.75| 81.25| 85.00 | 20.00
Euc. (L) | 85.00| 48.75| 87.50| 83.75| 50.00
ATDM (L) | 85.00| 70.00| 86.25| 91.25| 60.00

(F3, E4) show that both standard and improved robust Ga-
bor method is superior to PCA. This situation is especially
visible in eyeglasses experiments where robust ATDM im-
proves from 35.00 percent (PCA) to 70.00 percenEin
and from 28.75 percent (PCA) to 60 percentfip. How-

ever, since dark eyeglasses cover most of the discrimina-

tive regions in the human face, small ellipse masks can not
provide useful information enough for recognition. This

explains poor accuracies in the Gabor method, i.e., 28.75(3]

percent recognition accuracy ity using the robust ATDM
method.

5. Conclusion

In this paper, we analyze several deception attacks which
use internal facial variations such as hair color change, ex-
pression variations, and occlusions by moustache and eye
glasses. Results show that both PCA-based and Gabo

wavelet-based face recognizers are sensitive to these varia-

tions, although the latter generally outperforms the first. In
hair color experiments, we see that PCA performance de-
teriorates drastically, while Gabor-based classifier is more

robust to color changes. In eyeglasses experiments, since

a large portion of a face is occluded, both approaches per-
form poorly. It is also shown that adding moustache does
not effect the recognition rate significantly. After these ob-
servations, we propose a robust classifier which uses asym-
metric trimmed distance measure. This distance measure is
suitable for modular representations. Therefore, a modular
PCA algorithm is used to represent local facial regions. Our
experiments show that using asymmetric trimmed distance
measure with modular PCA and Gabor methods signifi-
cantly improves the recognition performance when test im-
ages have considerable variations such as hair color change
and eyeglasses.
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